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Inhalt

Dieses Dokument beschreibt die Installation und Konfiguration von OpenfFire auf einem Centos 6.2

Server in einer Active Directory Umgebung.

Auf den Windows Clients kommt Spark zu Einsatz. Als Datenbank wird PostgreSQL eingesetzt.

Installation OpenFire auf Centos 6.2

) Ignite Realtime: Downloads - Mozilla Firefox
File Edit View History Bookmarks Tools Help
Openfire: Installation Guide 3¢ | Ignite Realtime: Downloads 3 \J 2 |

[ www.igniterealtime.org/dov ! X v &[4

‘ ignite realtime

| d | | e | |

JIVE SOFTWARE®

Releases Source Beta Releases Openfire Plugins

DOWNLOADS

Below are links to the current releases for all projects. If you're looking for source code or SVN access, please read the

access page. If you would like to test the latest (possibly unstable) code, check out the Nightly
builds are also maintained for the . and projects.
Plugins | Readme | Licer Changelog | Nightly Buik

O Openfire 3.7.1

Openfire (formerly Wildfire) is a cross-platform real-time collaboration server based on the XMPP (Jabber)

— protocol. Read about the name change

7% Windows A Linux K Mac

75 RPM for Red Hat Linux and variant MB
@  3.7.1 D J MB
-y MB
i 3.7 u 1 JRE MB
Readme & License | Changelog
Spark 2.6.3
6
PARK Cross-platform real-time collaboration client optimized for business and organizations
¥ Windows A Linux & Mac

COMMUNITY SNAPSHOT

Downloads 12,982,388

ers 14868
sts 124413
ntries 157

to share ideas
- Guus der Kinderen, Software Architect
Nimbuzz.
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[root@centos ~]# cd Desk*

[root@centos Desktop]# 1s

jnome-terminal.desktop openfire-3.7.1-1.1386.rpm

[root@centos Desktop]# rpm -ivh openfire-3.7.1-1-1386.rpm

error: open of openfire-3.7.1-1-1386.rpm failed: No such file or directory

[root@centos Desktop]# rpm -ivh openfire-3.7.1-1.1386.rpm

Preparing... BHR BRI R R [100%]
l:openfire BRI [ 100%]

[root@centos Desktop]# ||

openfire - File Browser - 0O x

File Edit View Go Bookmarks Tabs Help

$@Back v Forward v 4 [ -

E4 @ opt ©, 100% @ |lcon View ¢

Placesv b4 ‘

root bin conf documentation jre
Desktop

J File System lib logs plugins resources
%) Network - _ -

@ Trash U Ll U

changelog.html LICENSE.html README.html

Documents
Music
Pictures
Videos
Downloads

Nach der Basisinstallation wird die PostgreSQL Datenbank erstellt. Zur Vorbereitung habe ich einen
Benutzer openfire und eine Datenbank openfire erstellt.
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Installation der Datenbank

=] root@centos:/opt/openfire/resources/database - O

File Edit View Search Terminal Help

[root@centos databasel]# psql -d openfire -f openfire postgresql.sql -h localhost
-p 5432 -U openfire

Password for user openfire:

psql:openfire postgresql.sql:15: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofuser pk" for table "ofuser"

CREATE TABLE

CREATE INDEX

psql:openfire postgresql.sql:24: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofuserprop pk" for table "ofuserprop"

CREATE TABLE

psql:openfire postgresql.sql:33: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofuserflag pk" for table "ofuserflag"

CREATE TABLE

CREATE INDEX

CREATE INDEX

psql:openfire postgresql.sql:44: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofprivate pk" for table "ofprivate"

CREATE TABLE

psql:openfire postgresql.sql:54: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofoffline pk" for table "ofoffline"

CREATE TABLE

psql:openfire postgresql.sql:62: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofpresence pk" for table "ofpresence"

CREATE TABLE

psql:openfire postgresql.sql:74: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofroster pk" for table "ofroster"

CREATE TABLE

CREATE INDEX

CREATE INDEX

psql:openfire postgresql.sql:84: NOTICE: CREATE TABLE / PRIMARY KEY will create
implicit index "ofrostergroups pk" for table "ofrostergroups"

CREATE TABLE

CREATE INDEX
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pgAdmin Il

File Edit Plugins View Tools Help

IR - o 7

e [ properties ‘ Statistics ] Dependencies ‘ Dependents
= [ server Groups -
= [ servers (1) Property palug

- [i LOCALHOSt (localhost:5432) = Name openfire

= [} Databases (5) ;5 OID 3432,8
+ [ alfresco - 2&"” openfire
I t?ugzﬂla = Tablespace pg_default
(3¢ limesurvey = Default tablespace pg_default
- O = Encoding UTF8
= $ Catalogs (2) = Collation en_US.utfs
= & schemas (1) ‘= Character type en_Us.utfg
= ¢ public :=| Default schema public
% Domains (0) = Default table ACL
&> FTS Configurations (0) =/ Default sequence ACL

[ill FTS Dictionaries (0) =/ Default function ACL

FTS Parsers (0) =/ Allow connections? Yes
@ FTS Templates (0) - Connected? ves
& Functions (0) ] =| Connection limit -1
= System database? No
% sequences (0) = Comment
= [ Tables (34)
[] ofextcomponentconf
[ ofgroup
[5 ofgroupprop
[ ofgroupuser
ofid SQL pane
ofmucaffiliation -- Database: openfire

ofmucconversationlog

I ofmucmember - DROP DATABASE openfire;

S S S~ S S I SR

[ ofmucroom CREATE DATABASE openfire

[ ofmucroomprop WITH OWNER = openfire

7 ofmucsenvice TABLESPACE = po. default

£ i = pg_defau

B ofmucserviceprop LC_COLLATE = 'en US.utf8'

£ ofoffline c LC CTYPE = 'en US.utf8'
- 2) | — =
Retrieving Schema details... Done. 0.21 secs

Starten von OpenFire

Die Konfiguration von OpenFire erfolgt durch ein Web Interface. Fiir die erste Initialisierung und
Konfiguration muss der OpenFire Dienst laufen. Danach ist die Konfigurationsoberflache unter
http://127.0.0.1:9090 erreichbar.

[root@centos database]# /etc/init.d/openfire status
openfire is not running

[root@centos database]# /etc/init.d/openfire start
Starting openfire:

[root@centos database]# /etc/init.d/openfire status
openfire is not running
[root@centos database]# l

Der Start von OpenFire war nicht moglich!!

Nach einiger Recherche habe ich im OpenFire Forum eine Loésung gefunden:
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Ignite Realtime: Openfire wont start after install. - Mozilla Firefox

File Edit View History Bookmarks Tools Help
< Openfi ion Guide x][-:‘nohup:failedtorun

Xu @ Ignite Realtime: Openfire wo... 3 HE ~

[c? community.igniterealtime.org/thread/43673

v z] [-;lv : failed to run command * /opt/openfire/jre/bin/java': No such file or directoryﬂ] ‘
T installed 32x Fedora and its worklng. My only guessis thatiwould need to compﬂe

1 for 64x. Anyways. Just wanted to throw a heads up and let you guys know that the
will problem is solved.
5 Postings seit
28.01.2011

(]
Gary
1 Postings seit
01.06.2011

]
-m

(]
Panther
1 Postings seit
19.09.2011

e

mrtexasfreedom
1 Postings seit
11.11.2011

/& Missbrauch mekden €Yy gefalit mir (0)
01.06.2011 08:09 (als Antwort auf: Wil)
Re: Openfire wont start after install.

I gotitto start on RHEL 6 64 bit by installing the 32 bit library
[yum install libldb.i686|

/A Missbrauch meklen €Yy gefalit mir (0)

19.09.2011 13:52 (als Antwort auf: Gary)
Openfire wont start after install.

It's actually just zIib.i686 it needs. Installing libldb isn't necessary, butitinstalls
zlib as a dependency.

/iy Missbrauch meklen €'y gefallt mir (0)

11.11.2011 11:24 (als Antwort auf: Gary)
Openfire wont start after install.

Ijust jumped through all the hoops necessary to register for this forum in able to
ccompliment Gary for this solution. It worked for me running Fedora
2.6.35.6-45.fc14.x86_64 #1 SMP.

Can the RPM be re-bundled to require the libldb.i686? This is a rather

non-intuitive issue to troubleshoot.

Thanks, Gary.

mtf

/A Missbrauch meklen €y gefalit mir (0)

12.11.2011 07:55 (als Antwort auf: mrtexasfreedom)
Onenfire want start after install

Nachdem die Bibliothek und die entsprechenden Abhdngigkeiten installiert wurden, konnte der
Dienst erfolgreich gestartet werden.

[root@centos bin]# ./openfire.sh start

1s: cannot access /usr/java/j*: No such file or directory
Openfire 3.7.1 [Feb 1, 2012 9:19:20 AM]

Admin console listening at http://127.0.06.1:9090
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Konfiguration

Openfire Setup: Welcome to Setup - Mozilla Firefox

File Edit View History Bookmarks Tools Help
| & Openfire Setup: Welcome to Se... | & |
&« |6 192.168.20. jsp v 2| v ® &

6 openfire’

Setup

Setup Progress

» Language Selection Welcome to Setup
Server Settings
Database Settings Welcome to Openfire Setup. This 100l will lead you through the Inisal setup of the server. Before you connue, choose your preferred language.
Profile Settings
Admin Account Choose Lnnguuqe
) Czech(cs_CZ)
Deutsch (de)
English (en)
Espafiol (es)
Francais (¥)
Nederlands (nl)
) Polski (pl_PL)
Portugués Brasielro (pt_BR)
) Pyccmh (ru_RU)
O sloventina (sk)
O R (M) Simpliied Chinese (zh_CN)

wre and the lgniteRealime oeg community

Openfire Setup: Server Settings - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| © Openfire Setup: Server Settings | & -
] G 192.168.20. host-settings jsp L
6 openfire®
Setup
Setup Progress
|
Selection il
vlanguage Server Settings
» Server Settings
Toaoes Sess Below are host settings for this server. Note: the suggested value for the domain is based on the network settings of this machine.
Protle Sesogs i - —
Aomin A¢
\amin Account Admin Console Port: [W’ 3
Secure Admin Console Port: [go9) D
me.0eg community

Buitby Jive S and the igniteRealtime or
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d 1ozilla Firefox
fle Edit View Higtory Bookmarks Tools Help
| & openfire Setup: Database Setti... | @ |

€ o |6 19216820

) n
6 openfire’

Setup Progress
—
Ao e Aot Database Settings
VServer Settings
» Database Settings
Profile Setings

(@ Standard Database Connection
Admin Account ~ Use an exiernal database with the built-in connecson pool.
() Embedded Database

Choose how you would like 1o connect 1o the Openfire database.

Use an embedded database, powered by HSQLDB. This opsion requires no extemal database configuration and is an easy way 10 get up and running quickdy.
Hawever, Is does not offer the same level of performance as an external database.

Built by Jiv

¢ and the IgniteRealtime org community

penfire Setup:

File Edit View History Bookmarks Tools Help
& Openfire Setup: Database Setti... | |

*« [& 192.168.20.

Database Setting Standard Connection - Mozilla Firefox

v
-standerdjsp v 2 [ " &
6 openfire

Setup

Setup Progress
[ I
AR08 Sechee Database Settings - Standard Connection
v'Server Settings
Specify a JDBC driver and connecton properses to connect to your database. If you need more informaion about this process please see e database documentaton
» Database Settings distributed with Opentire.
Profile Settings .
Note: Database scripts for most popular databases are included in !he server distributon at [Openfire_HOME])/resources/database.
Admin Account

Database Driver Presets: | « PostreSQL

JDBC Driver Class: [MGWMD'W ] 3
Database URL [

Usemame: (oponive |

Minimum Connecsons: (g 3

Maximum Connections: (25 3

Connection Timeout: (1o |Days (3

30-60 seconds to

Bullt by Jive Software and the igniteRealtime.

g community
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Eile Edit View History Bookmarks Tools Help

(& Openfire Setup: Profile Settings |¢] N
@ o (2 6 19216820 profile-settings jsp M-IE S ® M
6 openfire’
Setup
Setup Progress
(LEDHgn Setcton Profile Settings
'Server Settings
D e Soitos Choose the user and group system 10 use with the server.
» Profile Settings
© Defauit
Admin Account = Store users and groups In the server database. This Is the best opson for simple deployments.
(@) Directory Server (LDAP)
Integrate with a directory server such as Active Directory of OpenLDAP using the LDAP protocol. Users and groups are stored in e directory and veated as
read-only.
() Clearspace

" Integrate wih an existing Clearspace installason. Users and groups will be pulled directly from Clearspace. Clearspace will also be used for authenscating users.
Please be aware that Clearspace 2.0 or higher is required.

Built by Jive Software and the IgniteRealtime org community

Openfire Setup: Profile Setting Directory Serve Mozilla Firefox Change accot,
File Edit View History Bookmarks Tools Help
| & Openfire Setup: Profile Settings... |'4H‘ v
& o [0 19216820 Idap- isp v@[ﬁv le Q]‘
6 openfire
Setup
Sewp Progress
LSGR08 Setscton Profile Settings: Connection Settings
VServer Settings.
/Database Settings 1.Connection Settings 2 User Macpng 3. Group Mapping
» Profile Settings
Admin Account Step 1 of 3: connection Settings

Configure connecsion settings for your LDAP directory below. All fields are required: if you need addsonal information about a fleld, hover your mouse over the
corresponsing help icon.
LDAP Server
Server Type: | Acve Drectory

Host: [192.168 20244 ? Port 3 |

Base DN: [DC=INTERNALDC=LOCAL

Authentication:
Administrator DN: [mermatopentee )

Password: [sswee D

» Advanced Setlings

TSSO S —

Built by 2oy are and the KnieREAIIME 0rg community
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Openfire Setup: Profile Settings - Directory Server - Mozilla Firefox
File Edit View Higtory Bookmarks Jools Help
(& Openfire Setup: Profile Settings... l'ﬂ-

4 o (6 19216820

Idap-user.jsp? verype=acth v e] [-:_lv

6 openfire

Setup

Setp Progress

vlanguage Selection
v'Server Settings
vDatabase Settings
» Profile Settings
Admin Account

http://192.168.20,

Profile Settings: User Mapping

1. Connection Settings 2. User Mapping 3. Group Mapping

Step 2 of 3: user Mapping

Configure how the server finds and loads users from your LDAP directory. If you need addisonal information about a Seld, hover your mouse over the correspansing help
icon.

User Mapping
——
» Advanced Seftings

User Profiles (vCard)

Use the form below 10 specify the LDAP Selds that match the profile Selds. Fields that are left empty will not be mapped. Values enclosed in {} will be replaced with

actual LDAP content.

¥ swre avatar in database If not provided by LDAP

PhotolAvatar

Idap...uesserverType=activedirect

Openfire Setup: Profile Settings - Directory Server - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| & openfire Setup: Profile Settings... | 4 |

€ o |6 19216820

P-group.jsp?g

nsgrou v &) (v

6 openfire’

Setup

Sewp Progress

vLanguage Selection
VServer Settings
vDatabase Settings
» Profile Settings
Admin Account

Profile Settings: Group Mapping

1. Connection Settings. 2. User Magping 3 Group Mapping

Step 3 of 3: Group Mapping

Configure how the server finds and loads groups from your LDAP directory. If you need addisional information about a field, hover your mouse over the corresponsing help
on,

Group Mapping

Group Fleld: [ 2

Member Field: [member )
Descripson Field: (descripoon )

» Advanced Sesings

http://192.168.20.

Idap-... j gi test=Test+Settings#

[V Seines [ o Cot

Built by Jve Software and the ignilaRealime org comeunity
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Openfire Setup: Administrator Account - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| & Opentire Setup: Administrator A... | &k |

v
« |d 192.168.20. dmin-settings.jsp vz] [.:_gv ® &
6 openfire’

Setup
Setup Progress
—_—
VAMg0n Suveton Administrator Account
VServer Settings
/Database Sel Choose one or more users from your LDAP ﬂ“eCWy o be b entering heir
V/Profile Settings
Add Administrator: [ ((Asa )
» Admin Account |2
Administrator Test Remove
testmert 80
| Remove |
Built by Jive are and the |gniteReallime,org community
http://192.168.20.. dmin-sett jsp#

Openfire Admin Console: Server Information - Mozilla Firefox
File Edit View History Bookmarks Tools Help
'd Openfire Admin Console: Serve... I[ %

4 [ 192168.20.34:9090/index jsp v & [‘_lv Google

Openfire 3.7.1
6 openfire’ 1 as testusert - Logout

m Users/Groups Sessions Group Chat Plugins

Server Manager Server Settings Media Services

» Server Information .

" Server Information
System Properties

Language and Time
Cluslering Below you will find server information, ports being used and latest news about Openfire.

Cache Summary

Server Properties

Database Server Uptime: 9 minutes ~ started Feb 1, 2012 9:19:19 AM Ignite Realtime News

Logs Version: ()penﬁfe 371

Server Directory: Joptiopenfire
Server Name: centos

Email Setiings
Security Audit Viewer

Spark 2.7.0 beta 1, Dec 23, 2011

Seasonal Greetings, Dec 23, 2011
Environment
Java Version: 1.6.0_24 Sun Microsystems Inc. - Java HotSpot(TM) Server VM
Appserver: jetty/7.0.2-SNAPSHOT
Host Name: centos
0S [ Hardware: Linux/i386 Smack 3.2 has been released, May 6, 2011
Locale I Timezone: en /Central European Time (1 GMT)
Java Memory === 9.83 MB of 365.44 MB (2.7%) used

Openfire 3.7.1 has been released!, Oct 2, 2011

Openfire 3.7.1 has been released, Oct 2, 2011

Openfire 3.7.0 has been released, Mar 2, 2011

Server Ports
Interface Port Type Description
All addresses 9090 Admin Console The port used for unsecured Admin Console access.
All addresses 7777 File Transfer Proxy mﬁt used for the proxy service that allows file transfers to occur between two entities on the XMPP
3478
All addresses & STUN Service The port used for the service that ensures connectivity between entities when behind a NAT.
3479

All addresses 5229 Flash Cross Domain  Service that allows Flash clients connect to other hostnames and ports.
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Anlegen einer Gruppe Im Active Directory
Im AD wird eine Gruppe Spark angelegt. Diese Gruppe wird bendtigt, um spater allen angemeldeten

Benutzer aus dieser Gruppe alle verfiigbaren direkten Kontakte anzubieten, die online sind. Alle
Benutzer, die in dieser Gruppe sind, haben somit eine vollstandige Kontaktliste im Unternehmen.

2 objects [Filter Activated]

Name Type Description |
$2, GrOUPO1 Security Group - ...
82 sPark Security Group - ...
"General Members | Member Of | Managed By |
Members:
Name Active Directory Domain Services Folder
‘ Administrator INTERNAL.LOCAL/Users

% Test User03  INTERNAL.LOCA AD...
% Test UserD  INTERNAL.LOCA AD...
% TestUserl2  INTERNAL.LOCA| - AD...

Add... | Remove |

| OK I Cancel Apply
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Spark Installation auf den Clients

Auf den Clients wurde die Spark Version 2.6.3 installiert. Die Authentifizierung wird auf die SSO
Active Directory Authentifizierung eingestellt.

Gruppe Spark den Anwendern zur Verfiigung stellen

Openfire Admin Console: Edit Group - Mozilla Firefox
File Edit View History Bookmarks Tools Help
| & Openfire Admin Console: Edit G... | 4&

€« [6 192.168.20.34:9090/group-edit.jsp?group=SPARK&groupChanged=true v z] [:'jv Google g] 4@
Server Users/Groups Sessions Group Chat Plugins

Users | Groups

Group Summary .

Edit Group
Group Options
» Edit Group

Edit group settings and add or remove group members and administrators using the forms below.
Delete Group
« Back to all groups
Create New Group

& Group information updated successfully.

SPARK
Contact List (Roster) Sharing

You can use the form below to automatically add this group to users’ contact lists. When enabled, this group will only appear in the contact lists of the group’s members..
However, you can share this group with all users or members of other groups.

(O Disable contact list group sharing

@ Enable contact list group sharing

Enter contact list group name

Share group with additional users
@ Allusers
(O The following groups:

Account Operators

Administrators

Allowed RODC Password Repication Group
Backup Operators

Cert Publishers

Certificate Service DCOM Access

Save Contact List Settings |

Members of This Group

Test der Konfiguration
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Win2008Std [Running]
Recyde Bin
Spark Contacts Actions Help

é Administrator
© Online ¥
td

Internet ¥ ADAMS (1 Online)
Explorer © TestUser02

Test User02 L3 l

@ | Test User02
i

certrequest...

(09:56) Test User02: Auch als Service funktioniert es
(09:56) Administrator: Jau, ist angekommen

« O0TR ly M will be encrypted.
(09:56) Administrator: Verschllisselte Nachricht

(09:57) Test User02: Verschlusselt geht auch @

Binary
Certificat...

&5 Contacts | %5 Co
&, Search for other peo

@© o Transiation

upgrade.bat

So kann mit reinen OpenSource Produkten in einer Windows Umgebung ein Instant Messaging
System aufgebaut und genutzt werden, ohne eine doppelte Benutzerverwaltung einzurichten!
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